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Abstract: While cyber threats to more traditional enterprise environments have 
been observed for many years, only recently have sophisticated attacks been 
identified targeting critical ICS environments. The ATT&CK for ICS knowledge 
base maps adversarial tactics and techniques observed across multiple real-
world attacks to help better understand how cyber adversaries target critical 
infrastructure. This talk will introduce ATT&CK for ICS and explore how it can 
be used to develop defenses that protect against these known adversary 
techniques.  
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